NPOPECUOHAJTHA TMMHA3UA MO CTOMAHCKO VIPABJIEHUE

AOMUHUCTPALINA U YCIIYITUN "ATAHAC BYPOB” - CUWINUCTPA
7500 rp. Cunuctpa, yn. “Makegonna” 121; ten./dakc +359 86 821 891; ten. +359 86 821 859;
e-mail: economics_ss@abv.bhg

ITPABHUJIA
3a 0€30I1aCHOCT HA YYCHHUIIUTE B

KOMIIOTbPpHaATA MpP€ka B YIUJINIIECTO U B UHTECPHET

Komniwomuvpnama mpesrca 6 yuunuue ce usnonzea 6 nedazocuyecKume Cumyayuu u
YuebHU yacoee camo 3a oopazogamennu yenu. Llanama mpesica obxeéawa Komniompume,
CBbP3AHU C KAbenHU u/unu 0e3dCUYHU 8PB3KU, CUMYUPAHU 8 KOMNIOMbPHUMe KabuHemu,
000py08aHU KIACHU cmMau U AOMUHUCMPAMUGHUME NOMeweHus Ha 0bpazoeamennamad
UHCMUmMYYusl, KAKMo u ycmpoucmeama (nepcoHaniu cmapmgonu, ranmonu u maobiemu) c
be3oicuyer 00cmvn 00 UHMEPHeN.

Ilpasunama ca paspabomenu om Jlvpicasnama azeHyus 3a 3aKpuiad HA
oememo, 6 napmuvopcmeo ¢ Inaena oupexyus ,bopoa c¢ opzanuzupanama
npecmvnnocm”, Hayuonanen yenmusp 3a 6ezonacen unmepnem, Munucmepcmeo na
obpazoeanuemo u naykama, Pecuonanno ynpaenenue na oopazoeanuemo — Cogus-
2pad, pvKogooumenu Ha obOpazoeamennu  uncmumyyuu om  Cvo3a Ha
padomooamenume é cucmemama Ha Hapoonama npoceema ¢ bvazapus, Copyycenuemo
Ha oupekmopume 6 cpeoHomo oopazoeanue na P bvazcapus.

Ilenume na npagunama ca oa ce:

® 2apanmupa nPasomo Ha yueHuyume Ha 0OCHMBN 00 NOOX00AWa UHPoOpMayus u
mamepuanu 6 mpexycama;

® ocbuecmeu NPeGeHuuUs U CUHMeE3UPa HaA eOHO MACmO uHpopmauyuama 3a
onacHocmume ¢ uHmepHem;

® npedocmaeam KOHKPDEMHU HACOKU 3a 3aKpuna Ha Oememo u 0e30nacHo
noeedenue ¢ KOMRIOMBPHAMA MPENHCA 6 YUUIUWE U 6 UHIMEPHEm

®  1n0000puU KOOpOUHAUUAMA U OM2O8OPHOCHIUME HA YUACHHUWUMeE U/UIU 6CUYUKU
3aunmepeco8anu Cmpanu.

OCHOBHMUTE IMNPUHLMUIIN 3A PABOTA B KOMITIOTBPHATA MPEKA B
YUYUJINUIE U B UHTEPHET :

PaBen mocThn Ha BCUYKH YUCHUIIH;

2. 3amwMra Ha YYCHHIIUTE OT BPEIHO WIIM HE3aKOHHO ChAbPIKAHHUE U

nHpOpMaIusg KaTo: CaMOHapaHsSBaHE, THPTrOBUS C HAPKOTHUIIM, Xa3apr,

MponaraijiipaHe Ha BPEJHU M ONACHU HABUIM M JEHUCTBUS KAaTO aHOPEKCHUS,

Oynumus, mopHorpadus, ToJIepupaHe Ha pa3IudHu (POpMU Ha HACUIIHE,

MPOMOBSABAHE HA TEPOPU3bM, E€THHUYECKA W PEIIMTMO3HA HETOJEPAHTHOCT,

caMOyOHICTBO U Jp.;

3aunTaHe U 3alliTa Ha TUYHATa HEPUKOCHOBEHOCT;

[ToaroTroBka 1 KOHTPOJI HA YUCHHITUTE 3a OE30MaCHO U OTTOBOPHO

MOBEJACHUE OHJIANH;

5. CpTpynHHYeCTBO B JyX Ha TOJICPAHTHOCT M JIOOPOHAMEPEHOCT MEXIY
YUUJIMIIETO U POJUTEINTE/HACTOWHUIUTE.
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YYEHUIIMTE UMAT ITPABO HA:
1. Pamen mocthn 10 MpekaTa Ha oOpa3oBaTelHATa MHCTUTYIHS, C M3KIIOUYCHUE
Ha KOMITIOTPUTE B 3/IMUHUCTPATUBHUTE TIOMEIICHUSI.
2. Pabora c ycTpoiicTBara (KOMIIOTPH, JIAIITONH U Ta0JIETH) B MpeXKaTa C
MOJIKpenara Ha MeJJarorn4ecKy CIIeIHaIHCT.
3. OOyuenue 3a Oe3omacHO ¥ OTIOBOPHO TIIOBEIEHHE B Mpexara Ha
oOpa3oBaTenHaTa MHCTUTYIUS U B HHTEPHET.

4. Wudopmanus 3a mpaBuiara 3a paboTa B Mpexara.
5. Curypna uudpoBa cpeaa B yIHIUIIETO.
6. Ilom3BaHe Ha MOOMIIHUTE CH YCTPOWCTBA M3BBH yUeOHHUS NpoIec (MOUYMBKATA U

M@)}(L[yqacmna), a IIpu H3PUYHO YKa3aHHUC Ha YUUTCII — U B y‘Ie6HI/I$[
qac/nez{aromquKaTa CUTyalusd 3a HCJIUTEC HA y‘IC6HI/I$I mnmpounec.

YACT I.

OTroBOpHOCTH HA PHKOBOAUTEINTE HA 00PA30BATETHUTE HHCTHTYIHH, HA
npodecHoHAIHCTHTE, PAOOTEIHN ¢ YIEHHIIN U ¢ HHPOPMAIMOHHO-KOMYHHKAAOHHH
texnosorun (UKT)

JAMpeKTophT HA YYHIHIIETO:

1. Opranusupa nefiHOCTTa MO M3MBIHEHUETO HAa TE3U IIpaBWIa U OCHUTypsiBa
JOCTBII 70 KOMIIOTBPHaTa Mpeka, ePEeKTHMBEH U IOCTOSIHEH KOHTpPOJ,
IUTAaHUPAHETO Ha MEpPKU [0 OpraHu3alusATa 3a Cla3BaHE Ha IpaBWilaTa 3a
paborara Ha jAenaTa M y4YEHMLIUTE B MpekaTa U 3allUTa OT BPEIHO WIH
HE3aKOHHO ChIbpXKaHHE B NHTEPHET.

2. OcwurypsiBa npu TeXHUYECKa BB3MOKHOCT TMpocielsBaHe Ha Tpaduka,
OCBIIECTBSIBAH Upe3 MpekaTa Ha 00pa3oBaTeIHaTa MHCTUTYIIHS.

3. Ilpu xoHcTaTMpaHe Ha CilIy4ad Ha KUOEpTOPMO3, HE3aKOHHO ChIbpXKaHHUE U
MOBE/ICHHE B MpekaTa Ha oOpa3zoBaTelIHaTa MHCTUTYLUS W/MIM B HUHTEPHET
yBeIOMsBa He3a0aBHO KOMIleTeHTHUTe opranu — Jupekuus ,,ConuanHo
nojArnoMarase’, mo MectornpedbrBaBane Ha Aeteto U [n1aBHa nupekmus ,,bopOa
c OpraHM3upaHara IIPECTBIIHOCT CHEUAIN3UPAHUAT oTIeNn
,Kubeprpecrbrnuoct Ha MBP. B Te3u ciyyan okazBa HYXHOTO ChAEHCTBHE
Ha KOMIIETEHTHUTE OpraHd C L€J YCTaHOBSBAHE HA W3BBPLIUTEINTE U
npearnpruemMa MepKH 3a MPOTHBOJIEHCTBHE M IpeMaxBaHE Ha CHOTBETHOTO
ChIbpKaHHE OT MpekaTa Ha oOpa3zoBaTelHaTa HWHCTUTYIUs. Moxke na
MoJiydyaBa U KOHCYJTaHTCKa momonl oT HamumonanHus ueHTbp 3a Oe3omaceH
MHTEPHET.

4. Opra"uzupa B HA4aJIOTO Ha BcsAKa yueOHA ro/MHa 3all03HaBaHe HA YYCHUIIUTE
U pOIUTENIUTEe/HACTOWHUIINTE C MpaBHUiiaTa 3a 6e30macHa paboTra B MpeskaTa.

5. OcurypsiBa OTTOBOPHO JIKIIE (CIY’KUTEN WM HAeT BHHILEH CHEUAINCT), KOETO
Jla U3MTBJIHABA (DYHKIIMUTE HA CHCTEMEH aJIMUHUCTPATOP.

YuuTenuTe, NearornyecKuTe CNeMAJINCTH U PHKOBOAUTEINTE MO
Hanpasjenne UKT:
1. PasscusaBar npaBuiara 3a 6€30IacCHO M OTTOBOPHO IMOBeJEHHE MpU padoTa B
Mpexara Ha 00pa3oBaTeIHaTa MHCTUTYLMS U B MIHTEPHET.
2. OcpliecTBIBaT MOCTOSHHO HAONIOJCHHE M KOHTPOJ BBPXY paboraTa Ha
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YUCHHIIUTE B MpeKaTa Ha 00pazoBaTeIHaTa HHCTUTYIUS B yIeOHO BpeMe.
[Ipennpuemar He3a0aBHM MEpKHM 3a IpPEyCTAaHOBABAaHE Ha JOCTBIIA Ha
YUCHHIIUTE JI0 HE3aKOHHO M BPEIHO ChABP)KAHHE B MpeXKara.

VBenomsBar He3a0aBHO JIUPEKTOpa Ha YYMIIMILETO I[pU HapyllaBaHE Ha
npaBujaTa, ciydyal Ha KHOEpTOPMO3 MJIM MPH YCTAHOBSBAaHE HAa HE3aKOHHO U
BPEJIHO ChIbpPXKAHHUE WU MIOBEJACHUE B MpEKaTa.

Oxa3BaT TMOAKpena Ha YYCHUIIUTE — OOCKT Ha KuOepTopmo3, dpes
II'bPBOHAYAJIHA [ICUXOJIOTNYECKA OJKPENa OT YUMIUIIHUS IICUXOJIOT.
Curnanusupar npu HeodxoaumocT upekuus ,,ConuanHo moarnomMarase’ mno
MECTO)KMBEEHE Ha YUYEHHKa C LeJI OLIEHABAaHE Ha HyX/aTa OT HACOYBaHE KbM
COIIMAITHU YCITYTH 32 OKa3BaHE Ha MMOCIIeIBaIla MOIKPETa.

CucTeMHHMSAT aIMUHUCTPATOP (CIIY>)KUTET B 00Opa3oBaTeaHaTa UHCTUTYLIUS WU

HACT BBHHIICH CIICIUAIUCT):

OcwurypsBa o61mara 6e301macHoCT U (PYHKIIMOHAITHOCT Ha MpeXxaTa.

[Ipemiara u mpuiara MEpKH, OrpaHUYaBaIIH JJOCTHIIA HA YUCHHUIIUTE JI0

BPCAHO WJIM HC3AKOHHO CBHABPKAHUC U ITOBCACHUC B MHTCPHET B CHbOTBCTCTBUC
C IEMCTBANIOTO 3aKOHOATEICTBO Ha PenyOnuka bbirapust.

W3BppmBa nepuoavdeH  Iperyie] Ha ~ KOMIIOTbpHaTa  Mpexa Ha
oOpa3oBaTeHaTa MHCTUTYIHMS 33 HAIMYME Ha Bb3MOXKHHU 3aIlJIaXd U PHCKOBE
3a CUTYpHOCTTA Ha Jie[[aTa ¥ YYCHUIIUTE IpU paboTa B UHTEPHET.

Cnemn  Tpaduka, OCBIIECTBIBAH 4Ype3 KOMIIIOThpHATa Mpeka Ha
oOpa3oBaTenHaTa UHCTUTYLIHS.

[Ipenmpuema He3abaBHHM MeEpKH 3a TMPEYCTAHOBSBAHE Ha JOCThIIAa Ha
YUCHUIIUTE O HE3AKOHHO U BPCAHO CHAbPKAHUEC B MpECKaTa.

VYBenomsBa He3a0aBHO AMPEKTOpa Ha JeTcKaTa YYWJIMILETO MpH ciaydau Ha
HC3aKOHHO CHABPKAHUC UM ITOBEACHUEC B MPCKaTa.

CpaeiicTBa 3a yCTaHOBSIBAaHE HAa W3BBPIIUTENN Ha KHOEPTOPMO3 U Tpuiara
MEpKH 3a OTpaHUYaBaHE HA TAKUBA CIyJaH.

YACT Il
IIpaBa 1 0TTOBOPHOCTH HA POAUTEIUTE

Poautennte umar IpaBo aa:

1.

2.

HonyanaT I/IH(I)OpMaLII/I}I 3a PHCKOBETC M 3allIaXUTC 3a 6C3OHaCHOCTTa Ha
TEXHUTEC AcUa HpI/I pa60Ta B I/IHTepHeT B y‘—II/IJ'II/IHIeTO 1 BKBIIN.

BL,Z[aT CBOCBPCMCHHO I/IH(bOpMI/IpaHI/I, aKO ACTCTO UM € O6CKT Ha KI/I6epT0pMO3 B
YUUITHAIIETO.

YyacTBar CHLBMECTHO C PBKOBOACTBOTO Ha O6pa3OBaTeJIHaTa HHCTUTYLUA IIPU
paspellaBaHe Ha BCEKHM KOHKpPETeH MpoOjeM, CBbp3aH C HapyllaBaHE Ha
IMpaBujiaTa OT CTPaHa HAa TCXHUTC ACLA.

VYyacTBar cbCc cBOU OPpCAJIOKCHUA B ONPEACTIAHETO HA IIpaBUjlaTa U MEPKUTE 3a
6C3OHaCHO H3MO0JI3BAHC HA MHTCPHET B YUWJIUILCTO.

[TomygaT nndopmarus 3a HHGOPMAITMOHHO-CUTHATTU3AIIMOHHH TUIATPOPMHU KATO
www.gdbop.bg; www.cybercrime.bg; www.spasidete.com; www.safenet.bg;
www.facebook.com/bgcybercrime.
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Pogurtenure HOCAT OTTOBOPHOCT J1a:

1. IlomorHar Ha JETETO CHM Ja M3rPaJd YMEHHUS 3a OHJIAWH oOIIyBaHe M 0€30macHO
U3IOJI3BaHE HA UHTEPHET.

. OchbI1IeCTBSBAT MOCTOSTHEH KOHTPOJI 32 CUTYPHOCTTA Ha JICTETO CH B UHTEPHET.

. IIposiBsiBaT MHTEpEC KbM AKTUBHOCTTA Ha JIETETO CH B MpPEXKATa, BKIIOYUTEIHO
Ch3/IaBaHETO Ha MPOGUIN B COLMAIHU MPEKH W PErHCTpallMM B CalWTOBE U
MOOWITHU TPUIIOKEHUS, KAKTO W JIa Pa3siCHSAT TOCIEICTBUATA OT CH3AaBAHETO
W/WAJTY Pa3MpPOCTPAHEHUETO Ha ONPEACIICHO ChIbpKaHUE.

. IIpu ycraHoBsiBaHe, 4€ JETETO MM € KEePTBa HAa KHOSPTOPMO3, Ja CUTHAIIM3UPAT HA
otaen ,,KubepnpecrbrnHocT” kbM [ 71aBHa aupekius ,,bopdba ¢ opranmsupaHaTa
npecteruaoct”  (http://www.cybercrime.bg/bg), wunu IlenTbpa 3a Oe3omacen
unrepHer (https://www.safenet.bg/), kakTo u MoraT ga MOTHPCAT CHAECUCTBHE OT
Hupexkuust ,,CouuanHo MOANOMAaraHe™ Mo MECTOXKUBEEHE Ha JIETETO C Iel
OKa3BaHE Ha ICUXOJIOTHYECKa MOJIKperna Ha JeTtero. B To3u cimyuail TpsOBa na
YBEIOMST M TUPEKTOpa Ha 00pa3oBaTeIHATA HHCTUTYIIHSL.

. CbXxpaHsBar 37paBeTO HA JIETETO, KaTO MPOCIEAIBAT BPEMETO 3a M3I0JI3BaHE Ha
WHTEPHET.

. YBEIOMAT JUpEeKTopa Ha oOpa3oBaTeilHaTa HMHCTUTYLHS, KOraTO WM CTaHe
M3BECTHO, Y€ JICTETO UM € OOEKT Ha TOPMO3 OT JIPYro JIeTe, C KOETO € B €IHO U
CBHILIO YUYHIIUIIE.
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YACT II1.

OO0mum npaBuJia 3a 6e30nacHO 00LyBaHe B HHTEPHET 32 yYeHUIUTe!
He naBat nuuna nHdopMmarus: uMe, agpec, naposa ot eJeKTpoHHa Mola,
npoduiI B colMaiHa MpeXa, JUYEH Telle(OHEeH HOMED, YUMIHILETO, B KOETO y4ar.
He naBat nnpopmanus 3a MmecropaboTaTa WK JIMYEH U ciyxkeOeH TenepoHeH
HOMEp Ha POIUTENUTE, HACTOMHUIUTE, OJM3KUTE, MPUATEIUTE, ChYUYCHUIUTE U
Mo3HAaTUTE cu 0e3 TAXHO pa3pelIeHue.
He m3npamar u He KauBaT OHJIAH CHUMKH U BHJIea Ha TPUSTEIH,
CbYUYEHUIIH, POAHUHH, YUUTENHN, OJIU3KH, TO3HATH, O€3 Mpein TOBA Ja € 00CHICHO C
TAX.
He oTroBapsT 1 He OTBapAT NpUKadeHU (aillloBe Ha eeKTPOHHA MolIa,
MOJTyYeHa OT HETIO3HAT IO/IaTell.
Hermara, kouTo mpaBsT B UHTEPHET, HE TPsIOBa 1a BPEAAT Ha APYTH XOpa WK Ja
MPOTHUBOpEYAT HA YCTAHOBEHUTE MPaBMIIa (YacT OT TAX Ca YPEJCHU B 3aKOHH).
3a0paHeHo € /a ce M3MOJ3Ba YyXA0 MOTPEOUTENICKO UMe, Tapojia U eJIeKTPOHHA
moIia.
He numar u 1a He KayBaT HUIIO, KOETO MOXKE Ja € OOMIHO UM YHU3UTEIHO.
HezabaBHo nHdopmupat Bb3pacTeH (pPOAUTEN, YUUTEN, TUPEKTOP,
MEeIarOTMYECKH ChBETHMK), KOTaTO IONaJHaT Ha MaTepuaid, C BPEeIHO WU
HE3aKOHHO ChIbp)KaHUE, KOETO MOXKe Ja ObJe mopHorpadwus, IpomNoBsIBaHE Ha
HaCWJIME U TEPOPHU3bM, €THHYECKAa U PEIMTHO3Ha HETOJEPAaHTHOCT, THProBUS C
HApKOTHIIM, Xa3apT U Ap. MoraT ja moiaaar CUTHAI Ha JICHOHOIHATA U Oe3IiaTHa
Hammonannata  TenedonHHa  nuHHMS 32 Jena 116 111, Ha  OTHel
., Kuoepnpecrsrnuoct na I'JIBOIT (http://www.cybercrime.bg/bg), na LlenTspa 3a
Oe3omaceH MHTEpHET Ha ajxpec: Www.safenet.bg, wim Ha TexHus tenedon 124 123,
WM TIpe3 YaT-Mojyj1a Ha Www.safenet.bg .
He oTtroBapsT Ha chOOIIECHHS, KOUTO ca OOU/IHH, 3aIIAlIUTEHU, HENPUINYHH
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WIA TH KapaT Aa ce YyBCTBAaT HeyaoOHo. MHpopmupar poauTenuTe CH, KIacHUS
PBHKOBOJIUTEIN, YUUTEN, TUPEKTOP, EAATOTUYECKH ChbBETHUK.

10. Ako HSKOM TH OOMKIa UM TOPMO3H OHJIAKH, HE OTTOBAPSIT, a JOKJIAABaT HA
OTrOBOPEH Bb3pacTeH (POAUTEN, YUUTEIN, TUPEKTOP, EAarOrnIeCKH ChBETHUK) HITH
MoJlaBaT CHTHAJ Ha TMOCOYCHHUTE aapecw: Www.gdbop.bg; www.cybercrime.bg;
www.spasidete.com; www.facebook.com/bgcybercrime; www.safenet.bg.

[IpaBar exkpaHHa CHUMKa (CKPUHHIIOT) HA CHOTBETHUS Pa3rOBOp WJIH ChIbpIKAHUE
KaTo eJIEKTPOHHO JOKa3aTeJICTBO, KOETO IpeAaBaT Ha OTIOBOPEH Bb3pacTeH
(poamTe, yauTen, AMPEKTOP, MEAArOIMYECKU ChBETHHUK).

11. BuumaBar, Korato pa3roBapsrT B 4ar.

12. He npuemar cpemu ¢ Juiia, ¢ KOUTO ChbM Ce 3all03Hai/a B MHTEPHET,

OCBEH Clie]] ChITIaCHETO Ha POAMTEIUTE WM. XOpara, ¢ KOUTO C€ 3aro3HaBaT
OHJIAM{H, HE BHHArWM Ca Te3W, 32 KOUTO ce mpeacraBsAT. OnuTBaT ce BUHArU J1a
MpoBepsiBaM Jalld YOBEKBHT OTCpEIlla HAUCTHHA € TO3H, 32 KOTOTO C€ IMPEACTaBs
9ype3 MpoBEpKa MO0 MME, UMEWJ, CHUMKA M KOHTpoJIeH Bbipoc. Ilpu chbmHEHHE
MoOraT Ja MojaT CUTHall WIM Ja TOThpCcs ChBET mpe3 caiita Ha lleHThpa 3a
Oe3omaceH uHTepHET WWW.Safenet.bg.

13.M3non3Bar HAaCTpOIKUTE 3a O€30MAaCHOCT U 3alIUTaTa HA INYHUTE JaHHHU Ha
COILIMAITHUTE MPEXH, MOOWITHUTE MIPHIIOKEHHS U Opay3bpuTe.

14. M3non3Bar ¢yHkiusTa 3a 6e3omnacHo cypdupane. He mocemanar caiitoBe B
MHTEPHET, KOUTO Ca ChC ChbPIKaHNE, HEMOIXOAAIIO 32 JIETCKa Ay AUTOPHSI.

15.U3non3Bar TpyAHu (ABITH, C TIIABHU U MaJIKU OYKBH, HU(PH U CIICIIUATHA
3HAIIM) ¥ Pa3JIMYHU 32 BCEKH CalT MapOJIu.

16.M3non3Bar aHTUBHUPYCHA MTpOrpama, KOsiTo Clie/iBa PeIOBHO Jie ce OOHOBsIBA.

17.3aemHO ¢ OTrOBOPHUTE BB3PACTHHU (POTUTEN, YUHTEN, JUPEKTOpP), MOIBPIKAT
MOCIIEAHUTE aKTyalIM3UpPaHU BEPCUU HA BCUUKH MPOTPAMH U TPHUIIOKEHUS.

18.KoraTo mon3Bar 001y KOMITIOTPH, BUHATH MPOBEPSIBAT JAlTA ChM H3JISA3BJ/U3IIsI3I1a
oT mpoduia cu, ciea Kato CBbpIIM Yaca. B ciydail, ye HamepsAT ycTpOHCTBO, Ha
KOETO JIPYT YYECHUK € padOoTHII, HO HE € 3aTBOPWII poduIia CH, BeJHAra e H3JIU3aT
0e3 J1a mperyiexaat, IPOMEHAT UK 100aBAT HH(popMalMs B mpoduiia My.

19. Tpsi6Ba ma MMaT mpenBu, 4e Koraro myOIMKyBaT HEBsIpHA M M30ITaYeHa
nHpopMalus 3a ApYr YOBEK, JOPHU C sCHAaTa MHUCBHI, Y€ TOBA € IIera, TOBa MOXe Jia
JOBEIE 710 37I0yIOoTpeda 1 10 HEMPUATHH MPEKUBIBAHUS 32 TO3H YOBEK.

IpunoxenneNel CbBETHU 3A 3IPABETO
HpuaoxenneNe2 CXEMA 3A YBEJOMSIBAHE B CJIYUAN HA KUBEPTOPMO3
IpunoxenneNe3 KPATBK PEYHUK

IpunoxenneNed 3AIHIUTA HA KOMIIIOTBPHUTE MPEXHN OT OITIACHA
EJIEKTPOHHA IIOIIIA
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IIpunoxenneNel
CBbBETHU 3A 3IPABETO

3a n1a He yBpeauTe 3peHHETO CHU:
Pa3CTOSIHUETO MEXKy OUUTE U MOHUTOpA TPsAOBa Ja ObJ/ie OKOJIO MOJOBUH METHP;

PAa3CTOAHUCTO MCKY OUYUTC U KiIaBHaTyparTa Jga 6’[:,[[6 OKOJIO ITOJIOBUH METBP,
BBPXY MOHHUTOpA HE TpH6Ba Ja 1noIanaa mnpsaKa CJIbHUCBa CBCTIIMHA,
HE pa6OTI/I B CTasd, KbACTO UMa CMCCCHA CBCTJIMHA — CIIBbHYCBA U U3KYCTBCHA,

BpPCOHO 3a OYUTEC €, aKO 3aa MOHUTOpPA Ja UMa IIPO30pCIL oe3 IOpH 1 3aBCCHU,

AN N NN

3a Jla OTIIOYHMBAT OYHWTE, OT BpEME Ha BpPEME OTMECTBAKMTE MOTrJieAa OT MOHHTOpA U
MOTJICKIAl Mpe3 Mpo3opena WM KbM Hal-TaJIedHUs Kpall Ha cTasita BbpPXY JajeucH
00€eKT;

v/ eIMH IIBT B TOJMHATA TIPOBEPSBAIl 3DEHUETO CH NP OY€eH JieKap (0TammMorIor).

IIpu pa6ora ¢ kIaBuaTypara:
v’ He nperbBail KUTKaTa, KOrato IHIIIEII;

v/ CcrbBaif JIEKO MPHCTUTE HA PhKaTa U OTIYCKail maena;

v’ 1106pe € 1a u3MoI3BaI| KiIaBhuaTypa ¢ KJIaBHIIIN, KOUTO €a T10]] JIEK HAKJIOH.

IIpu pa6ora ¢ Mmumka:

v MUIIIKaTa TpsOBa J1a ObJe ¢ pa3Mepa Ha JJIaHTa;

‘/ HC IBMXHN MHUIIIKATa CaMO C ITajcia U MaJIKus Hp’BCT;

v OJI3Bal MOAXOIAIIA ITOAI0KKA 38 MUIIIKATA.

Mebeanre

v CTONIBT TpsAOBa jJa ObJIe HAa KOJENIa, C PEeryJupyeMa BHCOYMHA Ha cefajikaTa W

obrerayikaTa, KOsITO TpsIOBa Jja OCUTYpHU OTIOpa Ha TPOHAYHUS CTHJIO B 00J1aCTTa HA KPHCTA;

v OropoTo TpsOBa 1a ObJ1e CTAOMIIHO U YCTOWYMBO Ha BUOpPALIUH.
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CXEMA 3A YBEJOMSIBAHE B CJIYUAIL HA KUBEPTOPMO3

CuctemeH agMUHUCTpATOP YuuTen, Bb3nuTaTern,
(cny»kuten nnm BbHLIEH PbKOBOAMTEN HaMpaB/ieHme
cneuunanucr) KT, anpekrop,
neaarornyeckun cneumanmnuct PoguTen,
HACTOMHMUK,

noneyuTen, gpyr
nonarawy rpu>xu

AA nATATA

OunpekTtop

|

A4

(0 men )

Otaen KnbepnpecrbnHoct”

dnpekuma
,CoumanHo
nognomaraHe”

N

www.cybercrime.bg

Ten. Ha LleHTbp 3a 6e3onaceH
MHTepHeT 124 123

K wnanar cafanat hoe /



http://www.cybercrime.bg/
http://www.safenet.bg/
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KPATBK PEYHUK

KAYUBAHE U CIHOJIEJSIHE HA CHUMKMWM - CHuMKM WM BHACO Ha JCTE,
YYCHHK, POJHUTEN, YUUTEN, IUPEKTOpP, ICHXOJOT, PECYpCeH YYMTeN, ONU3KU, MPUSATEIH,
MO3HATU WJIM HEMO3HATH JiMIa ca IyOJMYHO IOCTBIIHUM HM300pakK€HUS B MHTEPHET, KOUTO
MoOrar Ja ca KaueHM OT pOJAUTENINTE WIM JPYI'H WICHOBE Ha CEMEHCTBOTO, MPUSATENH,
Chy4EHHUIM U Jp. Te3u, KOUTO ca I'M CHOAEIWIN/Kauuid B UHTEPHET, MOXE J]a UMaT U3LSIIO0
no0pu HamepeHus: KbM Hero/Hes. Koraro ce kacae 3a CHHMKH, Ha KOHTO HE CTE€ aBTOp,
CBLIUTE HE MoraT Jia ObJaT MOJI3BAaHU U MOMYJISIPU3UPAHU 0e3 ChIVIACHETO Ha TEXHMS aBTOpP.
Ho TakoBa cpabpkaHMe MOXE Jla HAaKbpHSABA JINYHOCTTA U JIOCTOMHCTBOTO Ha JIMLETO.
[IpenopbunTeNHO € M0 HUKAKbB IOBO/JI J1a HE C€ KauBaT CHUMKHU Ha JieTe, 32 KOUTO UMa U Hali-
MaJIKOTO CbMHEHME, Y€ MoraT Ja My HaBpeaar u 0e3 HeroBo chriiacue. CHoaensHEeTO Ha
CHUMKHM € YeCTO CpEIaHO SIBIECHHE B COLMAIHUTE MPEXKHU, 3aTOBA OCHOBHA IPENOpbBKA €
MIOJI00HU CHUMKHU J]a CE CIIOJIEAT CaMO C XOpaTa OT CHUCHKA C MPHUATENIN HA YOBEKa, KOMTO
UCKa Jla Kauyl CHUMKaTa, M Olle Mo-700pe — caMo ¢ rpymnara Ha Hai-OJu3KM HpUsATeNd OT
peayiHus KUBOT. BaxkHO €, Koraro ce CHUMa CbC CMapTQOH, a C€ YBEPUTE, Y€ CHUMKUTE HE
ce KayBaT aBTOMATUYHO B IMpo¢uiIa Ha pOJUTENs WM JETeTo B caifitoBe karo MHcTtarpam
Hanpumep. B nmpoduiuTe cu B cOMaNHUTE MPEXHU TPAOBA /1a CT€ CUTYPHH, Y€ CT€ HACTPOMIIH
JOCThIIA 10 CHUMKUTE CU TaKa, 4e J1a c€ BIKAAT caMo OT npustennute Bu. Cpioro ce otHacs
U 32 HACTPOMKHUTE Ha 00JIAYHU YCIIYyTH, B KOUTO C€ ChAbPKAT CHUMKH U HH(OpMaLUs.

OAJININBA  HOBUHM - Ce3natenure Ha (QanliuBU HOBUHU M3I0J3Bar
TPaJULIMOHHM MEIUNHHU TOXBaTH 3a IPHUBIMYAHE BHUMAHMETO HA YUTATElNs], HANpPUMED
MIPOBOKMpAIIM 3arjaBusi, HO ychsBaT Ja Io 3a0iydsT M Jla TO HakapaT Jia IOBspBa, 4e
uHpopMaluATa, KOATO YeTe, € UCTUHCKA.

Kak na pasnoznaem ¢ajmmBuTe HOBHHH:

e [lpaBete paznuka MEXIy XyMOPUCTUYHU U CEPUO3HU HOBUHAPCKH CalTOBE. 3anmuTaiiTe ce
[I03HABaTe JIM MEIUsATa U UMate i U Josepue? Ilposepere manu 3arimaBueTo, KOETO YECTO €
IPBMKO ¥ IIOMIIO3HO OTTOBaps Ha ChIbP’KAaHUETO HA HOBUHATA;

e [IpoBepere naiu >KypHAIUCTHT € MOCOYMIT KOHKPETHO U3TOYHMKA Ha HH(pOpMAILUs WIH
uHpopmanuara ce Oa3upa Ha Apyra crtatus. [IpoBepere Jaium OCHOBHUST HM3TOYHMK Ha
nH(popmalus e noctoBepeH. Bunaru nornexaaite HauaioTO WM Kpas HA CTAaTUATA, KBJETO
OOMKHOBEHO € MOCOYEH M3TOYHMUKBT Ha MH(popManus. AKo ce Kacae 3a MH(pOpMaIus, KosTo
MPOM3IIN3a OT AbprKaBHA MHCTUTYIUS, MpoBepeTe odulMaiHaTa i cTpaHuna nanu Gurypupa
Ta31 HOBMHA WJIN MTOTBPCETE €KCIEPT M0 TeMaTa OT Ja/JieHaTa HHCTUTYLUSA. AKO HE € TI0OCOYEH
U3TOYHMK, € pEeIHO Jla Cc€ ChbMHSABAT€ B JOCTOBEPHOCTTAa Ha HOBUMHATa. B moBeueTo
JIOCTOBEPHM MaTepHalil ceé MOCOoYBa HauMHA Ha chOMpaHe Ha MH(pOpMaIMATa U aBTOpa Ha
nyOnukanusTa. [IpenopbuuTtenHo e aa ce cpaBHM HH(OpManusiTa, ako € MyOJUKyBaHa B
pa3IMYHUA U3TOYHHULIN;

e AKO nomaJiHeTe Ha CTaTus, MyOJUKyBaHa B HETO3HAT 3a Bac OJIor, a MHQOpMaIHsITa He €
TUpaXHUpaHa HUKbBJE Jpyraje, ToBa € 3HAaK, 4e HOBMHATa Moxe Ou e Qammmba. Bunarm
ThpCeTe M APYrH PE3yJITaTH MO TeMara, a ako T€ Ca MaJKO HJIM HUKAaKBH, MO-7100pe He
pasnpocTpaHsBaliTe HOBUHATA,
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e [IpoBepere natara Ha mMyONIMKaNUATA, Thi KATO YECTO CTAPU M HEAKTYaJTHU HOBHHU CE
IIyCKaT KaTo HOBHU.

OHJIAMH (KMBEP)TOPMO3bT npejcTapisBa M3ION3BAHETO HA MHTEPHET 3a
HaHACsSHE HA EMOIIMOHAIHA Bpella BbPXY APYrd Xopa. TOpMO3BT B HHTEPHET MOXKE Jla MMa
paznmuuan Gopmu. Toil MOXKe Ja MHUHABA MpE3 pa3NpOCTpPaHSIBAHE HA MOJUTPABATECIHH H
OOW/IHM CHHMKH W BUJICOKJIIMIIOBE B CAalTOBE 3a CIOJCIISTHE HAa BHUICOCHIbPKAHUE KATO
Vbox7 u YouTube, ch3naBane Ha (ammuBu npoduian ¢ 0OOMIHO ChIBPKAHNE B COIIMATHH
Mpexu kato Ask.fm, ®deiicoyk u MHcTarpam, KakTo ¥ B ChOOIICHUS M M300paKEHUS B
NPUIIOKEHUS 32 KOMyHHKanus kato Ckaiinm u BaiiObp, niaM B M3MpaliaHeTo Ha OOUIHH
CHOOIICHHS U KOMEHTApH, B ChIIUTE CAUTOBE U IJIaT(HOpMHU.

KPAJKBATA HA IPO®UJI (xakHaT npoduj) MpeacTaBisiBa MPUCBOSIBAHETO
Ha 9YyXI moTpedutesncku mnpoduia B comuamHa Mpexa, miarpopma 3a oOuryBaHe
(nanmpumep DeiicOyk), eIeKTpOHHA Nola UK Apyr cailT. Kpaxo0arta craBa Bb3MOKHA Upe3
BJIM3aHE C MpaBWJIHATA Mapojia M HeiHaTa MOJMsIHA C HOBAa M HEM3BECTHA 3a YOBEKa, Ha
KOTOTO IpPUHAAIEKU NpopuiabT. Be3MokHO e cies kpaxbata npoduiabT a ce U3Mo3Ba
0e3 3HAaHMETO W CBIJACHETO Ha ITbPBOHAYAIHHUA COOCTBEHHK. AKO Ha JeTe IO0J
3abJDKUTENIHATA 32 [TOBEYETO COLMAIHU MPEXU BB3pacT OT 13 roauHu (Ta3u BB3pacT €
TakaBa, 3all0TO IMO-TOJSMATa YacT OT MOIYJISIPHH COLMAIHUA MPEXH ca aMEpPUKAHCKUA U
IpaBUjIaTa 3a MOJ3BaHE ca ChbOOpa3eHH C aMEPUKAHCKOTO 3aKOHOJATEJICTBO) CE€ Cbh3/aBa
cobctBeH npoduit BB DelicOyk, MHOTO € BayKHO MpH n300pa Ha BB3PacCT Ja ce u3depe 1mox
18 romuHM, THH KaTO 3a HEM'BJIHOJETHUTE IMOTPEOUTENNM MMa BAaXXHU JONBIHUTEIHU
3aIIUTH.

KPA’KBATA HA JIMYHU JAHHM e BUI KOMOIOTBPHO NIPECTHILICHUE, NPU
KOETO ce MPHUA00MBAT Uy)KIU JIMYHU JAHHM C Lesl (pUHAHCOBAa M3Mama WM 3JI0ynoTpeda
KaTo TerjeHe oT 0aHKOBa CMETKa, WM KaHIWJATCTBAHE 3a KPEAMUT OT UyKJo ume. Tazu
ONACHOCT IO TPHUHLMII HE 3acsAra IO-MaJKUTE [ela, KOUTO HE IPUTEKABAT JIUYHU
JOKYMEHTH, OaHKOBU CMeTKH uiau Kaptu. Ho mpu TuitHeWmxbpute Haa 14-roauiiHa
BB3PACT TO3HU PUCK CTAaBA aKTyaJICH.

OUIINHI" ATAKHUTE ca Haii-pa3npoctpanenata ¢popma Ha MIHTepHET U3Mama u
IIMPOKO H3I0JI3BaH MOXBAaT OT KOMIIOTHPHU MPECTHIIHUIIM 3a IOJy4YyaBaHE Ha Ba)kHa
uHpopmanua. ToBa mpecTbIIeHHe ce Hapuya ,,¢pumuHr’ (,,phishing” — "3apubsBane”,
npousnuza ot fishing — pubosioB), 3amOTO €IEKTPOHHUTE CHOOIIEHHS, KOWUTO Ce
pasmparar, ca Karo ,,BpAMIM° C OCHOBHA IIeJ IOJyyaTeJIuTe Jia ce ,,XBaHAaT Ha TAX
MOopajy CBOSITA HEONMMTHOCT M HEOCBEAOMEHOCT, KaTo MM OTroBopsAT. Ilpu ¢ummnra
M3MaMHHIIUTE pa3MpallaT eJIeKTPOHHA Mola, KOATO NPEeTeHIMpa, 4Ye WABa OT MOYTeHa
KOMIIaHUSI U C€ OMUTBA Ja yOenu mojdydarens Ja JajJe BaXkHa JIMYHA Wiu (uHaHCOBa
uHpopmanus. EnekTpoHHOTO choO1IeHHe 0OMKHOBEHO MOJIH JIa C€ U3MPATAT JTUYHU JaHHU
U JaHHU 3a 0aHKOBa CMETKa B OTTOBOP WJIM Jla c€ BbBeJIaT Ha yeOcalT, KbM KOWTO MMa
Bpb3Ka. Te3u JaHHU ca HapuUMep NOTPeOUTENCKU UMEHA, MapoId U HOMepa Ha KPeIUTHH
KapTH.

KAK CE ITA3BAPYBA BE3OIIACHO B UHTEPHET? Ilpenu na ma3apyBate
OT CJICKTPOHCH Mara3nH, € IOJIC3HO J1a OG’preTe BHUMAHUE HAJIMYHA JIU € I/IH(bOpMaI_[I/Iﬂ 3a
UMeTo, azpeca W TeledoHAa Ha THpProBema. He mpomyckaiiTe ga TpoOBEpUTE W JajH
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JOCTaBYMKBT € IMOCOYMII U3PUYHO IPaBOTO BU 10 3aK0H /1a ce OTKa)XeTe OT IopbyuKara B
pamkute Ha 14 nnu. [lonme3no 6u Omiio a mpoderere BbB (OPYMHUTE OT3UBH OT APYIH
noTpeOUTENN, KOUTO BEYe ca MazapyBald OT BHIPOCHUS €JICKTPOHEH Mara3uH, KbM KOWTO
CTe ce Hacouwid. TbpropeubT € JUIbXXKeH Ja Bu uHbopmHupa 3a OCHOBHUTE
XapaKTepUCTHKH Ha BCAKA OT NpPEIJIaraHUTe OT HEro CTOKM M yciayru. Toi TpsiOBa na
IIOCOYM TAXHATA II€HA C BKJIIOYCHM BCHYKU JAaHBLUU MU TAKCH, KAKTO M CTOMHOCTTA Ha
MIOILIEHCKUTE WJIM TPAHCIIOPTHUTE PAa3XOM, aKO HE CE BKJIIOUYEHU B KpaiiHaTa neHa. Ha
caiita cienBa Ja ObJe MOCOYEH HAYMHBT Ha IUIAl[AHE, JOCTaBKa U W3IIbJIHEHHE Ha
norosopa. Baiie npaBo € 1a BbpHETe, 3aKylleHaTa OT €JIEKTPOHEH Mara3uH CTOKa, ako ce
okaxke nedekTHa. Pexiamanusra cu 3a nJeeKTHa CTOKa cie/lBa Jia MpeisBUTE B HIKOU OT
OOEKTHUTE Ha THPTOBEIA, OT KOHTO CTE i 3aKYNIIN. AKO ThPTOBEIIbT YBXKH pEeKIIaMaIusaTa
Bu, B pamkuTe Ha Mecel TpsOBa UM Jja peMOHTHpa Oe3IuiaTHO 3a Bac cTokara uinm na s
3aMEHHU ¢ HOBa. B ciywail ye He ycmee a CTOpU €AHO OT JIBETE, CJE/Ba WU Ja HaMallu
LileHaTa, UJIM J1a BbPHETE CTOKATa, a TOM 1a By Bb3cTaHOBM 3aIulaTeHaTa 3a Hes cyMa.
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3AIIATA HA KOMIIIOTHPHUTE MPEJKH OT ONACHA EJIEKTPOHHA
MOIIA

1. He Tpsi6Ba na ce mposiBsBa MHULMATHBA 32 MOJIydaBaHE HA MUMEII MHCcMa, HHTEPHET
CTpaHMLIM, KOUTO IpeyiaraT 0e3IiaTHU WU IUIATEHN YCIYTH U CTOKHU, YECTO Mpeiaraiu
7la BU U3IPATAT MPOMOIIMH 10 e-mail. OTkaxere TakaBa yciyra.

2. Nmeiin agpecsT ce cnofiens camo Ipu Hyxaa. Koraro ce npenasa no ey Wi Apyr
[IOBOJI, C€ BHMUMAaBa 3a CJEJHUTE JBE HEIla: IbPBO JaJlM OpPraHU3alMsITa WU YOBEKBT,
KOHUTO IO [OJIy4aBar, 11e BH M3IPaTH HEXKeJIaH HMEWII; BTOpo, MOKeE JIM J1a Ce pa3yuTa, 4ye
MMEINI apechT HiMa J1a ObJie 1aJieH Ha TPETO JIULIE.

3. He ce oTBapsaT umeiinte B HexxenaHa noua. Hukora He ce oTBapsiite nmpukaueHH
(aiinoBe B ChOOIIEHUS OT HETMO3HAT M3MpaIiad. AKO He ce 03HaBa UMETO B TOJETO ,,0T”,
HE OTBapsANTe NpuKaueHus (aiii.

4. AKO ce TOJydd HEOYaKBaHO CHOOIIEHHE ChC CTPaHEH NpuKadeH (ailil OT mo3HaT
u3npam@ay, To OM MOIJI0 Ja ChIbpKa BHUPYC. MHOrO 3JI0BpEIHH IpOrpaMu ce
pasnpocTpaHsBaT 10 BCHUYKM KOHTaKTH, KOHUTO HaMepAT B IIOIIaTa Ha 3apa3eHus
KOMIIOTHpP. TakuBa ChOOIIEHHS YECTO UMAT CTPAHHA TeMa WM UME Ha IpUKaueHus Qaiii.
Yecto TOBa € LIErOBUTO CHhOOILIEHNE, HAChpYABAILlO TOJy4yaTess a BUJU KapTUHKA WK J1a
[poyeTe NMpHKauyeH TEKCTOBM (hail. BuHarm u3uckBaiiTe MOTBBPXKJIEHHE OT U3Ipallaya,
Ipen Ja OTBOPUTE ChOOIIEHNE UM MPUKAaYeH (ailll OT TaKbB BU/I.

5. IIpoBepsiBa ce MBIHOTO UME Ha NMpHUKadyeHus ¢aisn. CKpUTUTE pa3lIMPEeHHst OT UMETO
Ha (paita MmoraT fa 3a0ayaT 1a OTBOPHUTE 3apa3eH npukadeH (aiin oT umeiina. Bunaru ce
IpOBEpsABa AU HMMEHJ MPUIIOKEHHETO MOKa3Ba IBIHOTO MME Ha TNpHKaueHus Qaiin,
BKJIIOUMTENHO pa3lIMpeHueTo. Bupycu u depBem Morar ga ce ChAbpKaT BbB (ailiose,
KOUTO U3IIIeXKJIAT KaTO KapTUHKHU, HapuMep ¢ pasmupenue .jpg. Ho e Bp3aMoXxHO 12 umar
CKPUTO pa3lIMpeHHe, KaTo .exe WiIM .vbs KbM HMMETO Ha (aiiia, KOeTo O3HadaBa, 4e
NpUKaYeHUT (ailyl He € KapTHHKa, a IporpaMa, KosiTo IIe ce CTapTHpa, LIOM Ce OTBOPH
MpUKaYeHUs (pai.

6. BuumaBa ce c¢ d¢QammmBuTe nOpenynpexaeHus 3a  Bupycu. DanmuBute
MIpenyNpexaeHNs 3a BUpYCH ca u3BecTHHM karo "hoaxes". ToBa e danmuBo cboOleHue,
KOETO IMOJIBEX/1a MOTpeOUTENINTe Aa BSAPBAT, Y€ ca MOJYYWIM BUPYC M I'M HachpuaBa Ja
MpenpaTAT NPeayNpeKIeHUETO Ha BCEKH, KOTOTO MTO3HABAT.

7. He oTBapsiiTe umeiin, chabpiKalll HexkelaHa pekiama. Toil Moxke na 0bje U3MoI3BaH
3a MpeHacsHe Ha BUpycH U depBeu. OT chOOpa)kKeHUS 3a CUTypHOCT O TpsiOBayio na
U3TPUBATE BCUYKU PEKJIAMHHU CHOOIIEHHUS OT HEMo3HAT W3Ipalad BejgHara, 0e3 jga r'u
OTBapsTE.

8. He ce wus3mos3Ba camMo e€qHa TMOLIEHCKAa KyTHs 3a BCHYKO. CHEnualucTuTe IO
KHOEpCUTypHOCT MPENOPBUBAT J]a C€ OTKPUBAT HAKOJIKO Pa3IMYHU MOIIM U J1a Ce pa3iesaT
I10 NpeAHa3HauYEHUE.

9. N30srBaiiTe CHINO Taka Ja MpenpaniaTte MMHCMa MEXIY HSKOJKO Ballld TMOIICHCKH
KYTHH.

10. He e npenopbuMTENIHO @ c€ Mpenpamar nucMa J0 HIKOJIKO YOBEKA €THOBPEMEHHO.
OcobeHo TakuBa, OT THIIA - "TIpenpaTeTe To 0 7 YOBEeKa U I BU C€ CIIy4M Helo Xy0aBo"
WK "MOMOTHEeTe Ha OOJHOTO MU JIeTe, KaTO MpenpaTUTe TOBa MUCMO HA MHOTO XOpa, €U
KOW cH IIe MM JajJe 3a BCEKM 3 uMelna 5 1ieHTa, Hampumep. Te3u mnucMa ce
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pasmpocTpaHsBaT ¢ Il ChOMpaHe Ha JACHCTBUTEITHH WMEWI aapecH, Thid Karo TNpH
Ipernpaimade, KbM IHUCMOTO c€ J00aBsAT aBTOMAaTHYHO M aJpEecUTe Ha IMPEAHUTE
nonyyarenu. Cien HIKOJIKO IMperpamiaHus, B eIHO TaKOBa MUCMO C€ ChOMPAT HIKOJIKO
CTOTHLIM PEaTHU UMEWI agpeca, KOUTO ClIe/l TOBA ce NMpoJaBar Ha (pUPMHU 3a CIlaMm.

11. Axo Bce mak McKare Ja MpenpaTUTe HIKAKbB TEKCT WM MH(OpMAIHs, KOATO CTe
MOJyYMJIM, KONMpaiTe TeKcTa M IO M3IpaTere KaTo HOBO nMcMo. He mpemnpamaiite
IIPEIHOTO, BBIIPEKU Y€ € MPUMaMIIMBO I0-JIECHO. Taka Ie npeanasuTe MpUsITeIUuTe CU OT
OBJElI CIIaM.

12. Axo mopaau HsKaKBa MpPUYMHA ABPXKHUTE AAa HPENPATUTE OPUTHHAIHOTO MHCMO,
cnoxere agpeca B BCC (Blind Carbon Copy) Bmecto B CC. Taka HUKOH OT IOJIy4aTeInTe
HsMa Jla BUJM aJpecUTe Ha JApyrute noiydarenu. [IpuumnaTta na ro usnosaspare HE € Ja
CKpHETe IoJIydaTeIuTe eIuH OT APYT, a Ja T'M MpeAna3uTe, B ciydail ye agpecHaTa KHUTa
WIA eJIEKTPOHHATa TIOIla Ha HAKOW OT TSX CTaHE JOCTBIIHA Ha crnam-00T (Hampumep
1opajiv BUPyCHa MH(EKIH Ha KOMITIOTHPA MY).

13. Tleyanba ot jotapusi: He cre crnevyenuniau. CraMbpuTe W3MOI3BAT Hal-pa3iMyHU
IpUMaMIIMBU 3arjlaBUsi Ha IKMCMaTa, 3a Jla Hakapar IoJjydyareis Ja I'M OTBOpU. MHOro
noTpeOUTENM HAUCTUHA OTBApAT MOJOO0HM mucMma. Jlopu cien oTBapsHETO BeIHara Ja ro
U3TpUETE, CAMOTO OTBapsiHE HA MUCMOTO OM MOTJIO Ja HOTBBPIM, Y€ APEChT € pealicH U
BHE CTE I'0 MOJIY4UIIH.

14. OtniucBane oT OOJIETHH, 32 KOITO HE MOMHUTE Jja cTe ce 3anucBaiu. Yecto cpeman
METO/I, U3II0JI3BaH OT CIIaMbPUTE 32 HAMUpPAaHE HAa aKTUBHUTE MOIIEHCKH afpecu. M3npaiia
ce OHOJIETHH C JIMHK 3a OTNHCBaHe (YX) OT Moidy4aBaHeTo My. OTHUCBaMKH ce, BCHIHOCT
MOTPEOUTENAT MOTBbPIKIaBa, Y€ M3IOJI3BA IOIIEHCKATa KyTHs, C KOETO BEJHAara BiU3a B
cnaM Jucture. BmecTo na ce ornmcBare, O6J0KHpaiiTe MOTyd4aBaHETO HA MHUCMa OT TO3U
azpec.

15. He otBapsiite nucma, xouto ca ¢uIIMHT aTaku. Haii-noOpust HauumH na ce
3alUTUTE OT (DUIIMHI aTak¥ € KaTo HUKOra HE OTBapsTe (QUILIMHI MHCMa, HO YECTO €
TPYZHO Ja ce pa3no3Hae Koe MUCcMo € GUIIMHT aTaka. MoxeTe Aa ' pa3no3HaeTe Mo:

* O6opswmienueto e "Dear Customer" win "Dear User", a He Bamero nme.

* B nucmoto nuie, ye akayHTHT Bu 1ie 6b/11e pekpareH B ciydaid, ue He HOTBBPIUTE
JTaHHUTE cu He3abaBHO. /Hackopo cnambpuTe M3Moa3Baxa moao0eH moxsar koraro Ckain
ce cpuHa 3a 1 aeH. PasnpocTpanuxa choOIIeHus, Y€ CKail 111e YUCTU HEAaKTUBHU aKayHTHU
U Ce UCKalle Ja ce pasnpaTH chboOllleHue Ha MoHe 15 morpeOuTens, 3a Aa ce JTOKaxe
aKTUBHOCT./

* IMeltrbT ujBa OT akayHT, IPUIINYALL, HO HE €JHAKBB C TO3U, KONTO U3IM0JI3Ba

u3BecTHa (hupma, opraHuzanus 1 ap. AKO He CTe CUTYPHHU i MHUCMOTO € (UIIKUHT WIH
He, Hali-1oOpe € J1a He OTBapsATE JIUHKOBE, KOUTO ca MMyOJIMKYBAaHU B HETO, a Jla HAIMUIIETe
Ha pbKa aJpeca Ha caiiTta, KOUTO BU € HEOOXOAUM.

* AKO CTe MOJY4YHJIM TaKOBa MHCMO, 32 MPEANoYnTaHe € Aa OJI0KHupaTe ajpeca, OT KOUTO

e m3npareno. Korato ro Giokupare, Bue naBate yka3zaHHs Ha INOIIEHCKUAT KIUEHT, e
TOBa € craM M He TpsAbBa j1a ce npuema. [loBedyero norpedurtenu odaye MpocTo U3TPUBAT
criaMa M TOM MpoAbJKaBa J1a MJIBa B KYyTUSATA.



